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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item

For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification: TBD

3	Justification
3GPP Release’18 has defined MPQUIC functionality in UE and UPF for application traffic steering, switching, and splitting (ATSSS) of UDP traffic between the UE and UPF. This MPQUIC support is based on RFC 9298 "proxying UDP in HTTP" which specifies how UDP traffic can be transferred between a client (UE) and a proxy using the RFC 9114 HTTP/3 protocol (TS 23.501, clause 5.32.6). The ATSSS QUIC proxy is integrated in UPF (TS 23.501, clause 4.2.10).
The IETF MASQUE (Multiplexed Application Substrate over QUIC Encryption) WG was chartered to specify secure proxy protocols and mechanisms based on QUIC and has delivered several RFCs, including RFC 9298. First 3GPP Use Case to incorporate MASQUE technology has been ATSSS. On the field, MASQUE specifications are being used as part of so called “relay services” where two intermediate proxies enhance user privacy by separating user Identity from user accessed service to all entities along the communication path. 
MASQUE is tunnel-based. It sets up a connection to a relay (aka MASQUE server) using QUIC as a tunnel transport and then forwards traffic through that tunnel to a target server or another relay. This technology also allows that end-points (UE and application server) and in-network relays to exchange information explicitly, which may enable opportunities for collaboration between the network and the application at the endpoint:
-    	These tunnels empower the user control of the data that is shared. It is aligned with the trend to limit the information that is distributed to an explicitly selected set of trusted parties. These tunnels could enable in-band targeted information exchange with the network. 
 -   	It could provide better guarantees that the available information for traffic management in the network is correct and useful (removes information ambiguity). This is an improvement compared to information obtained by the network from passively listening. 
-         	Explicit information exchange could be an alternative to trying to derive useful data from what is revealed from communication patterns which are substantially changing (more encryption, etc) impacting how traffic flows are observed in the networks, with no guarantees on accuracy or sudden break (information available is reducing and can change anytime). 
-  	 It could provide alternatives to traffic management techniques that rely on cleartext information from the protocol (TCP optimizers using TCP headers) and improve and make less fault-prone services like parental control.

Explicit collaboration between parties addresses the new communication patterns and user desire for control of privacy. 5GC UPF that integrates MASQUE may enable better in-network support of existing and emerging services and may be a chance for mobile network operators to establish new and well-defined business relationships. This justifies a study of the usage of MASQUE to enhance other 5GS use cases besides ATSSS. 
4	Objective
The objective of this study is to study the potential of MASQUE technology to enhance 5GC Traffic management capabilities. The study evaluates whether ATSSS MASQUE proxy in UPF should be generalized in Release’19.
A use case that may benefit of having MASQUE technology in Release’19 is Traffic Detection with user privacy e.g. on top of an operator provided relay service, for UPF functions in TS 23.501 clause 5.8  .
This study determines whether and how MASQUE capabilities in the 5GC user plane:
· Can benefit the 5GS Traffic management by explicit information exchange on fully encrypted traffic. The study identifies the relevant information that would be exposed
· Can benefit other 5GC functions like reporting of user plane data as input to analytics or to monitor the correct URSP enforcement in the UE.
· Need to be advertised towards the UE, and which information the UE needs to be provisioned with if any.
· Can integrate in the PCC Framework, and which enhancements are required the PCC framework, if any.
The solutions should consider user plane transmission efficiency. 
The solutions should not be limited to work with QUIC traffic. They should work on all type of MASQUE deployments i.e. one or two-proxies, where the second proxy is run by a third party that is deployed on the DN.
In this phase, HR roaming scenarios are left out of scope.
If any extensions are needed on top of IETF MASQUE WG RFCs, they should be preferrable defined so that they can be candidates for MASQUE extensions in IETF.

Time estimates study & normative phase: TBD
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications / TR

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR 23.xyz
	-

	Study of MASQUE for Enhanced Traffic management
	SA#104 June 2024 (TBD)
	SA#106 December 2024
(TBD)
	Rommer, Stefan, Ericsson,
stefan.rommer@ericsson.com

	
	
	
	
	
	






	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
 Rommer, Stefan, Ericsson, stefan.rommer@ericsson.com
7	Work item leadership
SA2

8	Aspects that involve other WGs
Interactions may be identified during study phase e.g. with SA3.

9	Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval}
	Supporting IM name

	Ericsson

	

	

	




